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WE HELP DIB SUPPLIERS

Prepare for CMMC

Brightline Technologies’ experienced team is certified to help DIB
suppliers and their primes with DFARS, NIST 800-171, and CMMC.

Not only will we help you meet compliance requirements, but we'll
establish your cutting-edge cybersecurity program in accordance
with the National Institute of Standards and Technology (NIST)
Cybersecurity Framework — Resulting in your ability to defend
against ransomware and other cyber attacks that can cause
significant downtime, or worse yet, leave your

business unable to function.

Our readiness process has been streamlined to help DIB suppliers

meet compliance requirements fast and for less cost than other
solutions on the market today. We can help you at every stage of the
process including:

The first step in the process is assessing current

@ > security program controls against the required CMMC Level. For example, for
Q) CMMC Level 2, we will assess your current controls against NIST 800-171r2. This step
identifies gaps and provides detailed recommendations that we will use for remediation.
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-[ :J Our team creates two required documents based on the DoD’s Interim Rule: The Systems
= Security Plan (SSP) and Plan-of-Action & Milestones (POA&M).
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During this step, our team implements the controls based on the rec-
ommendations identified in the gap assessment. This can be as simple as adding multi-factor

authentication or as complex as a complete infrastructure redesign. Each situation is unique.

To maintain compliance, our team provides ongoing support and a
dedicated Program Manager to oversee your new cybersecurity program.
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Our Registered Practitioners (RP’s) will provide the required level of
CMMC knowledge to successfully help your organization prepare for
formal CMMC audits. Using RP’s ensures you get the job done right and
for less time and cost than hiring an inexperienced service provider.
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We’re Here to Help

For small and medium DIB Suppliers who lack cybersecurity knowledge and resources, preparing for CMMC can
seem like an impossible task. Companies outsource to Brightline because we provide a team that helps them
meet compliance faster and for less cost than doing it themselves.

Ready to Get Started?

Contact us at (248) 886-0248 for a consultation with our CMMC experts. We're excited to walk you through
the process, costs and address your questions.

For more information, visit: brightlineit.com/cybersecurity-compliance
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http://brightlineit.com/cybersecurity-compliance/

